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This article reviews important legal developments during 2011 in the fields of privacy,
e-commerce, and data security.'
I. Developments in Europe
A. FRANCE
1. Legislative Developments
A new French law, referred to as "LOPPSI 2,"2 was adopted on March 14, 2011.
LOPPSI 2 makes online identity theft a crime, punishable under the new Article 226-4-1
of the French Criminal Code by one year in prison and a l 5,000 fine, 3 thus filling a void
in French criminal law. LOPPSI 2 allows public authorities to use "video protection" in
certain new cases, such as regulating traffic flows, prevention in areas particularly exposed
to drug or other illegal trafficking, and preventing natural or technological risks, subject
to the control of the Commission nationale de l'informatique et des libertds (CNIL), France's
* The committee editor was W. Gregory Voss, Professor of Business Law, Toulouse University -
Toulouse Business School, Toulouse, France, Attorney-at-Law, Avocat i la Cour. The authors were (Europe
section): (France) W. Gregory Voss, (European Union) Katherine Woodcock and David Dumont, Lorenz
International Lawyers, Brussels, Belgium. LaDawn Burnett, a student at Notre Dame Law School, assisted
with the European Union section.
1. For earlier developments in this field, see Nicholas D. Wells, Poorvi Chothani & James M. Thurman,
Infortation Services, Tecbnology, and Data Protection, 44 INT'L LAW. 355 (2010).
2. Loi 2011-267 du 14 mars 2011 d'orientation et de programmation pour la performance de la s~curit6
int~rieure [Law 2011-267 of Mar. 14, 2011 on Guidelines and Programming for the Performance of Internal
Security], JouRNAL OFFICIEL DE LA RPPUBLIQUE FRAN..IsF [J.O.] [OFFIcIAL GAZETTE OF FRANCE], Mar.
15, 2011, p. 4582. For a discussion of this law in English, see Nicole Atwill, France: New Law on Internal
Security, Loppsi 2, LIBRARY OF CONGRESS (Mar. 22, 2011), htrp://www.loc.gov/lawweb/servlet/lloc-news?disp
3_1205402583_text.
3. Law 2011-267 of Mar. 14, 2011, art. 2 (Fr.).
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data protection authority.4 A National Video Protection Commission prepares annual
reports on the efficiency of video protection measures and makes recommendations.5
France implemented the "Telecoms Package" on August 26, 2011,6 amending Article
32, Chapter II of the French Data Protection Act to require information to be provided
and consent obtained before cookies are placed. 7 On October 26, 2011, the CNIL pro-
vided insight on what would be considered a cookie (e.g., "flash" cookies and local web
storage), and to which cookies the rules do not apply (e.g., cookies used like a shopping
cart on an e-commerce site, session ID cookies, or other cookies strictly necessary in order
to provide requested services or content), A violation of the French Data Protection Act
may cause the violator to incur fines of up to C300,000. 9
2. Privacy
The CNIL was affected by the creation of a new French Defender of Rights (Defenseur
des droits), which brought together previously dispersed defense of individual rights and
liberties functions.IO For example, CNIL investigations are now subject to greater proce-
dural controls, including in most cases, the right to be informed of the right to object.1 '
The CNIL exempted from declaration requirements data processing in the human re-
sources and customer and prospect management areas carried out by French service prov-
iders on behalf of companies established outside of the European Union, 2 although the
latter must still comply with provisions of the French Data Protection Act such as data
security.' 3 This measure facilitates outsourcing in France by non-European companies.
14
Finally, the CNIL's Sanction Committee determined on July 5, 2011, that the extrac-
tion of profiles from social networks by a website of the French Yellow Pages (Pages
Jaunes) was an unfair data collection because (1) the data subjects were not previously
informed, (2) the right to object was difficult to exercise, and (3) profiles were not effec-
4. Id. art. 18.
5. Id. art. 19.
6. Ordonnance n* 2011-1012 du 24 aofit 2011 relative aux communications 6lectroniques [Ordinance
Number 2011-1012 of August 24, 2011 on Electronic Communications], J.O., Aug. 26, 2011, No. 0197, p.
14473 (Fr.).
7. Id. art. 37.
8. Commission nationale de linformatique et des liberts [CNIL] [National Commission for Data Pro-
tection Authority], Ce que le "Paquet Tilicom" change pour les cookies [What the Telecoms Package Changes for
Cookies], (Oct. 26, 2011) (Fr.), http://www.cnil.frAa-cnil/actu-cnil/article/article/ce-que-le-paquet-telecom-
change-pour-les-cookies/.
9. Id.
10. Loi 2011-334 du 29 mars 2011 relative au Difenseur des droits [Law 2011-334 of Mar. 29, 2011 relat-
ing to the Defender of Rights], J.O., Mar. 30, 2011, p. 5504 (amending Law 78-17 on Information Technol-
ogy, Data Files, and Civil Liberties).
11. Id. art. 7.
12. D6lib~ration n' 2011-023 du 20 janvier 2011 [Deliberation No. 2011-023 of Jan. 20, 2011], J.O., Feb.
16, 2011, p. 74 (Fr.). (providing CNIL Exemption No. 15).
13. Loi 78-17 du 6 janvier 1978 relative A l'informatique, aux fichiers et aux libert~s [Law 78-17 of Jan. 6,
1978 on Information Technology, Data Files, and Civil Liberties], J.O., Jan. 7, 1978, p. 227 (Fr.), available at,
http://www.cnil.fr/fileadmin/documents/en/Act78-17VA.pdf (English translation).
14. See CNIL facilitates the use of outsourcing services performed in France on behalf of non-European companies,
CNIL (Mar. 15, 2011), http://www.cnil.fr/english/news-and-events/news/article/cnil-facilitates-the-use-of-
outsourcing-services-performed-in-france-on-behalf-of-non-european-conmpa/.
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tively updated.' 5 Social network terms and conditions of use providing that members'
personal data may be indexed by search engines did not apply because the website was not
one. Yet Pages Jaunes received only a public warning because it had voluntarily ended its
"web crawl" service in March 2011 after learning of a report proposing that it be
sanctioned.16
3. E-Commerce
The National Digital Council (CNNum-Conseil national du numrique) was established
on April 29, 2011, to play an advisory role to the French government on the digital econ-
omy. 7 The CNNum's six-month report, issued on October 26, 2011, highlighted (1) the
fact that digital economy represents only 3.2% of gross national product (GNP) in France
compared to 5.4% in the United Kingdom, and (2) the need for greater competitiveness in
that sector through higher education, more public and private financing of innovation,
and more favorable taxation of young innovative companies.' 8
B. EURoPEAN UNION
1. EU Article 29 Data Protection Working Party (WP) Guidance
a. Definition of Consent
The WP adopted its opinion on the definition of consent, and clarified the concept as
currently applied in the Data Protection Directive19 and the e-Privacy Directive20 as a
legal basis for processing personal data. First, consent means "any ... indication of the
[data subject's] wishes ... signiflying] his agreement.... ",21 There are no limits as to the
form of consent, but some kind of affirmative action from the individual whose data is
concerned (data subject) is required. Second, consent should be "freely given."22 The
15. See Dtlibration de la formation restreinte n' 2011-203 du 21 septembre 2011 portant avertissement a
l'encontre de la soci&t Pages Jaunes [Deliberation No. 2011-203 of Sept. 21, 2011 Warning to the Yellow
Pages Company], CNEL, (Fr.), available at http.J/www.cnil.fr/fileadmin/documents/LaCNIL/decisions/
D2011-203_PAGES%20JAUNES.pdf.
16. See Carton rouge pour les Pages Jaunes [Red Card for the Yellow Pages], CNIL (Sept. 23, 2011), http://
www.cnil.fr/la-cniVactu-cnil/article/article/carton-rouge-pour-les-pages-jaune/.
17. Dtcret n' 2011-476 du 29 avril 2011 portant crtation du Conseil National du Numttique [Decree No.
2011-476 of April 29, 2011 establishing the National Digital Council], J.O., Apr. 30, 2011, p. 7530, art. I
(Fr.).
18. Press Release, Conseil National du Numtrique, Le Conseil national du nunrique a 6 mois: Bilan et
perspectives [National Digital Council, The National Digital Council at 6 Months: Results and Progress]
(Oct. 26, 2011) (Fr.), available at http://www.associationeconomienumerique.fr/wp-content/uploads/201 1/10/
2011-10-26-CNN CP bilan_VF-doc-2.pdf.
19. Directive 95/46/EC, of the European Parliament and of the Council of 24 October 1995 on the Pro-
tection of Individuals with Regard to the Processing of Personal Data and on the Free Movement of such
Data, 1995 OJ. (L 281) 31.
20. Directive 2002/58/EC of the European Parliament and of the Council ofJuly 12, 2002 Concerning the
Processing of Personal Data and the Protection of Privacy in the Electronic Communications Sector, 2002
OJ (L 201), 37.
21. The Working Party on the Protection of Individuals with regard to the Processing of Personal Data,
Opinion 15/2011 on the Definition of Consent, 01197/1l/EN, WP 187, 3-4 (July 13, 2011), available at http'J/
ec.europa.eu/justice/policies/privacy/docs/wpdocs/201 1/wp187.en.pdf.
22. Id. at 11.
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WP identifies situations and elements that can negatively affect this freedom of choice,
particularly within the context of employment. 23 Third, consent should be "specific," re-
ferring to the exact purposes of the intended processing; blanket consent is not permitted,
and specific consent clauses in contracts are required. 24 Finally, the consent must be "in-
formed." The information provided should meet a certain quality standard, 25 be clear,
and sufficiently conspicuous to ensure that data subjects notice the information.
b. Online Behavioral Marketing
The WP published an open letter addressed to the Internet Advertising Bureau (LAB)
Europe and the European Advertising Standards Alliance (EASA) on their draft self-regu-
latory "Framework for Online Behavioral Advertising" (the Code). 26 The WP highlights
that consent under the e-Privacy Directive is the same as the Data Protection Directive
and that both standards should be applied consistently. They also highlight that the Code
does not follow the EU standard of consent and that the Code (as is) does not fully comply
with EU and various national laws.
c. Money Laundering and Terrorist Financing
The WP issued an opinion 27 on the fundamental rights of privacy and anti-money-
laundering and terrorist-financing obligations to strike a balance between the two, and
annexed a list of forty-four different recommendations on the topic28-varying from stip-
ulating the possible legal bases for assessments, guidance on the proportionality principle,
to policies and guidance on data retention. The main concepts from the recommenda-
tions are that privacy and data protection should be applied as a human right,29 and anti-
money-laundering and terrorist-financing regulations should always have a clear legal ba-
sis and be necessary and proportionate to the personal data. Further, the obligations and
principles should be approached "in a balanced way." 30 Finally, the WP suggests different
means of "prior assessment," such as privacy impact assessments, binding corporate rules,
stress tests, benchmarking for adequacy of international transfers, etC.31 All of these
23. Id. at 13-14.
24. Id. at 17-18.
25. That is, "in plain text, without use of jargon," and in understandable language. Id. at 20.
26. Letter from the Article 29 Data Protection Working Party, European Comm'n, to Interactive Advertis-
ing Bureau Europe and the European Advertising Standards Board (Aug. 3, 2011), available at http://
ec.europa.eu/justice/data-protection/article-29/documentation/other-dcument/flles/2 11/20110803_let-
ter.to oba.annexes.pdf.
27. Article 29 Data Protection Working Party, Opinion 14/2011 on Data Protection Issues Related to the Pre-
vention of Money Laundering and Terrorist Financing, 01008/2011/EN, WP 186, 1, 2-3 (une 13, 2011), availa-
ble at http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/201 l/wpl 86en.pdf.
28. Article 29 Data Protection Working Party, Opinion 14/2011 on Data Protection Issues Related to the Pre-
vention of Money Laundering and Terrorist Financing, 01008/201 1/EN, WP 186, Annex (June 13, 2011), availa-
ble at http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/201 l/wpl 86annex en.pdf.
29. Id. at 3. These concepts arise from Article 8 of the European Convention for the Protection of Human
Rights and Fundamental Freedoms. See Convention for the Protection of Human Rights and Fundarmental
Freedoms, Nov. 4, 1950, C.E.T.S. 005, available at http://conventions.coe.int/treaty/eniTreaties/Html/005.
hun.
30. Data Protection Working Party, Opinion 14/2011 on Data Protection Issues Related to the Prevention f
Money Laundering and Terrorist Financing, 01008/2011/EN, WP 186 at 3.
31. Id. at 4.
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should be combined with continued and improved cooperation among stakeholders to
ensure legal certainty in anti-money-laundering and terrorist financing.
d. Data Breach Framework
The WP working document on the data breach framework32 examined the current sta-
tus of the framework under the e-Privacy Directive, and contemplated the inclusion of a
harmonized framework in the Data Protection Directive. Focusing on the different ap-
proaches by Member States, the WP aims at harmonizing the approach within the EU by
raising awareness of security breach procedures and coordination in instances of cross-
border data breaches. The WP states that the existing data breach framework will be
expanded beyond e-communications service providers to include all data controllers.
Finally, the WVP recommends that the Commission issue guidance on data breaches and
specifically include recommendations relating to: (1) circumstances when data breaches
should be notified; (2) procedures to be followed in case of data breach; (3) a standard EU
form for notifying data breaches; (4) the specific modalities for informing implicated indi-
viduals; (5) the information that should be kept and documented in case of data breach,
and (6) technological protection measures that would allow an exemption from notifica-
tion. The result of such recommendations is that there will be larger amounts of practical
guidance at the EU level that allows for more harmonization throughout the EU.
e. Geolocation
The WP's opinion on geolocation services on smart mobile devices sets out the legal
framework that is applicable to such services provided and generated by smart mobile
devices (Smart Devices). 33 Location data from Smart Devices qualifies as personal data
under the Data Protection Directive and telecom operators processing location data are
also subject to the regulations of the e-Privacy Directive. Further, this Opinion identifies
the main requirements that such companies have to satisfy.
They are required to obtain prior, free, specific, and informed opt-in consent of the
data subject in most cases.34 Adequate notice of the processing of location data should be
provided to the users of Smart Devices.35 Companies providing geolocation services or
applications must give users access to the location data being processed that was collected
from their Smart Devices. 36 Finally, location data should be deleted (as well as created
profiles based on such data) after a justified period of time because such data may only be
kept for as long as it is necessary to provide the geolocation services requested by the
user.
37
32. Article 29 Data Protection Working Party, Working Document 01/2011 on the Current EU Personal Data
Breach Framework and Recommendations for Future Policy Decisions, 00683/1 1/EN, WP 184, 1, 2 (Apr. 5, 2011),
available at http://ec.europa.eu/justice/poicies/privacy/docs/wpdocs/2011/wpl84_en.pdf.
33. Article 29 Data Protection Working Party, Opinion 13/2011 on Geolocation Services on Smart Mobile
Devices, 881/11/EN, WP 185, 3 (May 16, 2011), available at http://ec.europa.eu/justice/poicies/privacy/docs/
wpdocs/201 1/wp185_en.pdf.
34. Id. at 13-14.
35. Id. at 17-18.
36. Id. at 18.
37. Id. at 19.
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f. RFID Applications
The WP also issued an opinion on RFID applications that highlights the importance of
RFID devices for business and industry, but emphasized concerns about the privacy im-
pact.38 The opinion encourages industry to use privacy impact assessment (PIA)
frameworks that data controllers should implement and conduct prior to deploying the
devices and also make available to data protection authorities. The opinion also requires
industry to submit a proposal for such a framework in order to identify the privacy risks
related to the intended use of the RFID application, assess the everyday privacy risks
resulting from carrying and using such a device,.and clarify how such tags can be deacti-
vated. The opinion is accompanied by an annex including the industry's draft PIA assess-
ment framework to be implemented by August 11, 2011.39 The opinion further
encourages the use of it and the related previous WP opinion" by the industry to improve
their proposal.
2. EU Google Street View Cases
a. Belgium
In April 2011, Belgian authorities began their investigation into Google Street View
and its non-compliance with the privacy protection laws.4 1 The federal prosecutor offered
Google a settlement of C 150,000 in response to the internet giant's unauthorized collec-
tion of private data from unencrypted Wi-Fi networks.42 In November 2011, Google
agreed to pay the settlement.43
b. France
On March 17, 2011, the CNIL levied the first fine ever against Google for the im-
proper gathering and storage of data collected through its Street View program. 44 The
relative severity of the fine-C100,000-reflected the seriousness of the offense and sanc-
tioned Google's failure to cooperate with the CNIL's investigation. 45 In addition to col-
lecting and recording photographs, Street View also collected data transmitted by Wi-Fi
38. Article 29 Data Protection Working Party, Opinion 9/2011 on the Revised Industry Proposal for a Privacy
and Data Protection Impact Assessment Framework for RFID Applications, 00327/11/EN, WP 180, 1, 7 (Feb. 11,
2011), available at http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2011/wp180-en.pdf.
39. Privacy and Data Protection Impact Assessment Framework for RFID Applications, (Jan. 12, 2011), available
at http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2011/wpl80annex-en.pdf.
40. Article 29 Data Protection Working Party, Opinion 5/2010 on the Industry Proposal for a Privacy and Data
Protection Impact Assessment Frameworkfor RFID Applications, 00066/10/EN, WP 175, 1, (July 13, 2010), avail-
able at http://ee.europa.eu/justice/policies/privacy/docs/wpdocs/2010/wp175-en.pdf.
41. Joe Mullin, In Belgium, Google Ponders A $125,000 Fine Over Street View, PAID(CONTENT.ORG (Aug. 19,
2011, 2:36 PM), http://paidcontent.org/article/419-in-belgium-google-ponders-a-215000-fine-over-street-
view/.
42. Id.
43. Google Agrees to Pay EUR 150,000 Street View Settlement, TELECOMPAPER (Nov. 15, 2011, 9:20 AM),
http://www.telecompaper.com/news/google-agrees-to-pay-eur- 150000-streetview-setdement.
44. Greg Keller, Google Fined for Street View Privacy Breach, HUFRrNGTON PosT (Mar. 21, 2011, 10:54
AM), http://www.huffingtonpost.com/2011/03/2 l/google-fined-for-street-v-n-838323.htnl.
45. Google Street View: CNIL Pronounces a Fine of 100,000 Euros, CNIL (Mar. 21, 2011), http://www.cnil.fr/
english/news-and-events/news/article/google-street-view-cnil-pronounces-a-fine-of- 100000-euros/.
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networks such as IDs, passwords, log-in details, and email exchanges without data subject
knowledge.46
c. Germany
In March 2011, the Berlin State Supreme Court held that Google Street View is legal in
Germany.47 The Court ruled against a German woman who sued Google alleging that
Street View violates privacy and property rights. The Court held that it is legal to take
photographs from street level, noted that Google automatically blurs faces and license
plates, and in addition, it allows Germans to opt-out of the service and have their house
obfuscated. Despite its landmark win, in April 2011, Google decided to cease recording
street images in Germany.48
d. The Netherlands
In April 2011, the Dutch Data Protection Authority (DPA) announced that it would
levy a C1 million fine against Google after it found that Street View obtained address data
collected from more than 3.6 million Wi-Fi routers.49 The DPA issued the penalty order
against Google to force them to offer an opt-out procedure and to inform the general
public of the option50 and ruled that:51 (1) a MAC address in combination with the calcu-
lated location of the Wi-Fi router is personal data; (2) Google. has to permanently erase
the collected SSIDs (network names) of Wi-Fi routers; and (3) Google is obliged to offer
users the option to opt-out so that they can effectively object to the processing of data on
their Wi-Fi routers at all times and free of charge.
H. Developments in the United States*
A. U.S. FEDERAL DEVELOPMENTS
In April 2011, Senators Kerry and McCain introduced a draft of the Commercial Pri-
vacy "Bill of Rights" Act of 2011.52 Among the data privacy-related bills currently under
46. Id.
47. Cyrus Farivar, Berlin Court Rules Google Street View is Legal in Germany, DW-WoRLD.DE, (Mar. 21,
2011), http://www.dw-world.de/dw/article/0,,14929074,00.hrml.
48. Steven Musil, Report: Google Nixes New Street Views of Germany, CNET (Apr. 10, 2011, 8:10 PM),
http://news.cnet.com/8301-1023-3-20052621-93.html.
49. Google Could Face $1.4M Fine Over Street View in Netherlands, SILICON VALLEY / SAN JOSE BusINEss
JOuRNAL (Apr. 20, 2011, 8:32 AM), http://www.bizjoumals.com/sanjose/news/2011/04/20/dutch-fines-pend-
ing-over-google-street.htnl.
50. Press Release, Dutch Data Protection Authority, Google Announces Opt-out Option for Collection of
Data about WiFi Routers (Nov. 15, 2011), http://www.dutchdpa.nl/Pages/en-pb20111115-google.aspx.
51. Press Release, Dutch Data Protection Authority, Dutch Data Protection Authority Maintains Decision
to Impose a Penalty on Google (Aug. 11, 2011), http://www.dutchdpa.nl/pages/en_pb20110811google.
aspx.
* Authors (United States section): (U.S. Fed. and State Law Developments) Nicholas D. Wells,
Principal of Wells IP Law, LLC, Salt Lake City, Utah, a solo practice focused on intellectual property,
technology and data privacy law; (Children's Privacy, Location Tracking, and Behavioral Tracking) Jonathan
I. Ezor, Assistant Professor of Law and Director, Institute for Business, Law and Technology, Touro College
Jacob D. Fuchsberg Law Center. Prof. Ezor wishes to thank Scott Richman for assistance in this section.
52. Commercial Privacy Bill of Rights Act of 2011, S. Res. 799, 112th Cong. (2011), available at http://
www.opencongress.org/bill/I 12-s799/text. See also Senator John Kerry, "The Commercial Privacy Bill of Rights
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consideration by Congress, it is regarded as the most likely to be enacted.53 Under the
Kerry-McCain bill, the FTC would promulgate rules and have enforcement authority
similar to that of Data Protection Authorities currently acting in the EU. No private right
of action is available to consumers under the bill.
Importantly, the Kerry-McCain bill would supersede conflicting state laws, except cer-
tain state laws related to health or financial data, fraud protection, or those that relate to
data breach notification requirements, a subject that the Kerry-McCain bill does not ad-
dress. Penalties under the bill are significant, with civil liability of $16,500 per offense,
per day, up to $3 million.
But the Kerry-McCain bill lacks consumer protections, breach notification, and provi-
sions related to online tracking of consumer activity. Several other congressional bills
introduced in 2011 address these and other issues (e.g., the Do-Not-Track Online Act of
2011,54 the Do Not Track Me Online Act of 201155, and the BEST PRACTICES Act in
2011,56 which includes data privacy provisions but not a specific do-not-track provision).
Some bills introduced in 2011 include federal breach notification provisions, which
many feel is needed to address the growing mesh of potentially conflicting state laws in
this area. Notable among these are the Data Breach Notification Act of 201157 and the
discussion draft of the Secure and Fortify Electronic Data Act (the "SAFE Data Act"),5 8
which is focused on consumer protection and includes measures for both data security and
data breach notification through both law enforcement agencies and the FTC but no
private right of action for violations.
More extensive than either of the above bills is Senator Blumenthal's Personal Data
Protection and Breach Accountability Act of 2011,59 which, in case of a data breach, im-
poses written and telephonic notification obligations as well as public notice via media
outlets for breaches involving more than 5,000 individuals.
Act of 2011" Summary, http://kerry.senate.gov/imo/media/doc/Commercial%20Privacy%2OBill%20of%20
Rights%20Summary.pdf (last visited Jan. 20, 2012).
53. Bierce & Kenerson, P.C., U.S. Data Protection: The Draft Commercial Privacy "Bill of Rights"Act of 2011,
(Apr. 29, 2011), http://www.outsourcing-law.com/2011/04/u-s-data-protection-privacy-bill-of-rights-act-of-
2011/.
54. Do-Not-Track Online Act of 2011, S. Res. 913, 112th Cong. (2011), http://www.opencongress.org/
bill/i 12-s913/text; see also Jeff Ward-Bailey, Facebook Tracking Now Under Federal Investigation, CHOSTnAN
SCIENCE MoNTOR (Nov. 17, 2011), http://www.csmonitor.com/Inmovation/Horizons/2011/1117/
Facebook-tracking-now-under-federal-investigation.
55. Do Not Track Me Online Act, H.R. Res. 654, 112th Cong. (2011), available at http://www.opencon-
gress.org/bill/1 12-s913/text; see also Josh Smith, Speier Unveils 'Do-Not-Track' Online Privacy Bill, NATIONAL
JoURNAL (Feb.11, 2011), http://speier.house.gov/index.php?option=com-content&view=article&id=352:
speier-unveils-do-not-track-online-privacy-bill&catid=2:jackie-in-the-news&Itemid=15.
56. Best Practices Act, H.R. Res. 611, 112th Cong. (2011), available at http://www.opencongress.org/bilU/
112-h611/text.
57. Data Breach Notification Act of 2011, S. Res. 1408, 112th Cong. (2011), available at http://www.open-
congress.org/bill/1 12-s 1408/text.
58. SAFE Data Act, H.R. Res. 2577, 112th Cong. (2011), available at http://www.opencongress.org/bill/
112-h2577/text.
59. Personal Data Protection and Breach Accountability Act of 2011, S. Res. 1535, 112th Cong. (2011),
available at http://www.opencongress.org/bill/112-si535/text.
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In June 2011, Senator Leahy introduced his Personal Data Privacy and Security Act of
2011.60 This bill is broader in scope than the other pending data breach notification bills.
The Leahy Bill, the Data Breach Notification Act of 2011, and the bill introduced by
Senator Blumenthal were reported out of the Senate Judiciary Committee in September
2011 and may now be considered by the full Senate,61 although their eventual passage is
uncertain.
B. U.S. STATE LAW DEVELOPMENTS
A bill amending California's breach notification provisions was signed into law.62 It
requires additional content in all breach notification letters to California residents.63 Any
breach involving more than 500 California residents must be reported to the Attorney
General of California.
California also joined seven other states that restrict public and private employers from
using consumer credit reports to make hiring decisions.64 Credit reports may still be used
for consideration of certain types of employees such as managerial positions or those in-
volving access to confidential information or engaging in financial transactions.
In June 2 011, Texas signed into law an expansive health privacy bill that imposes obliga-
tions in excess of those in the federal Health Insurance Portability and Accountability Act
(HIPAA).65 The Texas bill expands the definition of "covered entity" as compared to
HIPAA and requires employees of all covered entities to undergo training on both HIPAA
and the new Texas law.66
Under the Texas bill, government agencies must develop "privacy and security standards
for the electronic sharing of protected [personal] health information," and the Texas At-
torney General and other state departments are authorized to conduct compliance audits
60. Personal Data Privacy and Security Act of 2011, S. Res. 1151, 112th Cong. (2011), available at http://
www.opencongress.org/bill/112-s115 1/text; see also Angela Wu, Preventing Identity Theft ifyour Personal Data
is Exposed, CNN MoNEY (June 25, 2011, 8:36 PM), http://moremoney.blogs.money.cnn.com/2011/06/25/
preventing-identity-theft-personal-dara-exposed/.
61. Hunton & Williams LLP, Data Breach Bills Clear Senate Judiciary Committee, PRIVACY AND INFORMA-
TION SECURrTY LAW BLOG (Sept. 23, 2011), http://www.huntonprivacyblog.com/20l1/09/articles/data-
breach-bills-clear-senate-judiciary-comnmittee/.
62. S. Res. 24, 2011 Gen. Assemb., (Cal. 2010), available at http://www.leginfo.ca.gov/pub/11-12/bill/sen/
sb_0001-0050/sb_24_bill_2011083 lchaptered.htmIl (a proposal to amend Sections 1798.29 and 1798.82 of
the Civil Code, relating to the privacy of personal information).
63. Id.
64. Assemb. Bill No. 24, 2011 Gen. Assemb., (Cal. 2011), available at http://www.ncsl.org/de-
fault.aspx?tabid=14287; see also S. Res. 361, 2011 Leg. (Conn. 2011), available at http://www.cga.ct.gov/2011/
ACT/PA/201 1PA-00223-ROOSB-00361-PA.htm (an Act preventing the use of credit scores by certain em-
ployers in hiring decisions).
65. H.B. 300, 2011 Leg., 82nd Sess. (Tex. 2011), available at http://www.capitol.state.tx.us/ttodocs/82R/
billtext/pdf/HB00300F.pdf (an Act relating to the privacy of protected health information; providing admin-
istrative, civil, and criminal penalties).
66. Kristen J. Mathews, BNA INSIGHTS: Texas Amendments Purport to Apply Breach Notification Law to
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of covered entities that have a history of violating the law. 67 Expanded provisions related
to data breach notification are under consideration in both Virginia 68 and Oregon.69
Several states are also considering legislations to address the risks created by electronic
devices that may retain personal data. 70 Of special concern are digital copiers, which have
been shown to retain internal copies of documents that were copied or printed.71 Similar
legislations are under consideration in Connecticut, Florida, Oregon, New Jersey, and
Nevada. 72
C. CHILDREN'S PRIVACY, LoCAI-ON TRACKING, AND BEHAVIORAL TRACKING
The year 2011 was a significant year in business privacy and data protection law in the
United States. Legislatures, law enforcement bodies, and the courts have either addressed
for the first time or revisited a number of key areas of.relevant law, and those bodies
appear likely to continue to do so into 2012. Among these issues are children's privacy,
location tracking, and behavioral tracking.
The major legal regime for protecting children's personally identifiable information
(PH) from improper collection, use, and disclosure is found in the Children's Online Pri-
vacy Protection Act of 1998 (COPPA)73 and the accompanying regulations74 promulgated
and enforced by the FTC. In 2011, the FTC continued its ongoing COPPA enforcement
activity beyond web sites, and expanded it to the growing market for mobile applications
(apps) intended for use by children under the age of thirteen. In May 2011, the FTC
obtained a consent decree and order75 requiring the operators of twenty online worlds to
pay a record $3 million penalty and substantially revise their practices after collecting PII
from "hundreds of thousands of children under age 13 without their parents' prior con-
sent"76 as required by COPPA.77 In September, the FTC announced a consent decree
67. H.B. 300, 2011 Leg., 82nd Sess. (Tex. 2011), available at http'J/www.capitol.state.tx.us/dodocs/82R/
billtext/pdf/HB00300F.pdf.
68. S. Res. 1041, 2011 Leg. (Va. 2011), available at http://lis.virginia.gov/cgi-bin/legp604.exe?l1 1+ful+SB
1041.
69. See generally, H.B. 2851, 76th Leg. Assemb., Reg. Sess. (Or. 2011).
70. Hunton & Williams LLP, States Attempt to Address Privacy Risks Associated with Digital Copiers and Elec-
tronic Waste, PRVACY AND INFORMATION SECURMEs LAW BLOG, (Apr. 1, 2011), http://www.huntonpriva-
cyblog.com/2011/04/articles/states-attempt-to-address-privacy-risks-assoeiated-with-digital-copiers-and-
electronic-waste/.
71. See, e.g., id.; Electronic Equipment Recycling and Reuse Act, N.Y. ENvrL. CONSERV. LAW §§ 27-
2601, -2605(5)(b)-(c) (2010).
72. Hunton & Williams LLP, States Attempt to Address Privacy Risks Associated with Digital Copiers and Elec-
tronic Waste, supra note 70.
73. See generally Children's Online Privacy Protection Act of 1998, 15 U.S.C. §§ 6501-6506 (2006).
74. See generally Children's Online Privacy Protection Rule, 16 C.F.R. § 312 (2011).
75. See generally United States v. Playdom, Inc., No. 8:11-cv-00724-AG-AN (C.D. Cal. May 24, 2011)
(Consent Decree and Order for Civil Penalties, Injunction and Other Relief).
76. Press Release, Fed. Trade Comm'n, Operators of Online "Virtual Worlds" to Pay $3 Million to Settle
FTC Charges That They Illegally Collected and Disclosed Children's Pers. Info. (May 12, 2011), available at
http://ftc.gov/opa/2011/05/playdom.shon.
77. The FTC also obtained a subsequent, smaller settlement of up to $100,000 from the operator of Skid-
e-kids, a small social network targeting children, which collected PH from approximately 5,600 children
without parental consent. See Press Release, Fed. Trade Comm'n, Operator of Soc. Networking Website for
Kids Settles FTC Charges Site Collected Kids' Pets. Info. Without Parental Consent (Nov. 8, 2011), availa-
ble at http://www.ftc.gov/opa/201 1/11 /skidekids.shnn.
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and order,78 including a $50,000 settlement, against a developer whose apps (rather than a
web site) targeted and collected PII from children.79 This new focus on apps parallels the
FTC's call in the same month for public comments (due in late November 2011) on pro-
posed revisions to its COPPA regulations, addressing both changes in technology and how
children utilize the Internet.s0
As many more consumers adopted devices such as smartphones8 l with built-in global
positioning system (GPS) features, the ability of companies and governmental entities
alike to remotely track their locations drew legal scrutiny. At a May 10, 2011, hearing of
the Senate Judiciary Committee's Subcommittee on Privacy, Technology and the Law,8 2
officials from mobile technology leaders Apple and Google-along with representatives
from the FTC, the Department of Justice, industry, and watchdog groups-testified as to
the current and potential uses of location tracking technology. Increased tracking by mo-
bile devices, as well as by social networks including Facebook,8 3 have led to the introduc-
tion of the Location Privacy Protection Act of 2011,84 which is currently being considered
by Congress. In the courts, consumers brought lawsuits against Microsoft,85 Apple,8 6 and
Google8 7 over their location-tracking and disclosure practices, and the United States Su-
preme Court heard arguments in United States v. Jones8s to consider whether warrantless
law enforcement GPS monitoring of an individual's car violates the Fourth Amendment
of the U.S. Constitution.
Throughout 2011, behavioral tracking-through which companies may identify and
collect information on users' access across multiple web sites-remained the focus of leg-
islative and other attention. At least two relevant bills-the Commercial Privacy Bill of
Rights Act89 and the Do-Not-Track Online Act of 201190 -were introduced and are cur-
rently being considered by congressional committees. California also introduced its own
78. See generally United States v. W3 Innovations, LLC, No. CV1 1-03958 (N.D. Cal. Aug. 12, 2011)
(Consent Decree and Order for Civil Penalties, Injunction, and Other Relief).
79. Press Release, Fed. Trade Comm'n, Mobile Apps Developer Settles FTC Charges It Violated Chil-
dren's Privacy Rule (Aug. 15, 2011), available at http://ftc.gov/opa/2011/08/w3mobileapps.shtm.
80. See Press Release, Fed. Trade Comm'n, FTC Seeks Comment on Proposed Revisions to Children's
Online Privacy Prot. Rule (Sept. 15, 2011), available at http://ftc.gov/opa/2011/09/coppa.shtn.
81. Pew Internet reported inJuly 2011 that thirty-five percent of all American adults owned a smartphone.
AARON SMITH, PEW INTERNET, 35% OF AMERICAN ADULrS OWN A SMARTPHONE 2 (2011), available at
http://www.pewinternet.org/-/media//Files/Reports/201 1/PIPSmartphones.pdf.
82. See generally Proteing Mobile Privacy: Your Smarrphones, Tablets, Cell Phones and Your Privacy: Hearing
Before the S. Subcomm. on Privacy, Tech. and the Law, 112th Cong. (2011).
83. See Kelly Fiveash, Facebook Ditches Places -But Embiggens Location Tracking, THE REcISTER, (Aug. 24,
2011, 11:17AM), http://www.theregister.co.uk/2011/08/24/facebook--locationsettings places/.
84. See generally Location Privacy Protection Act of 2011, S. 1223, 112th Cong. (2011).
85. See Thomas Claburn, Microsoft Sued Over Phone Tracking, INFORMATIONWEEK (Sept. 1, 2011, 3:15
PM), http://www.informationweek.com/news/security/privacy/231600657.
86. See Thomas Claburn, Apple Explains iPbone Tracking, Promises Fix, INFORMATIONWEEK (Apr. 27,2011,
2:56 PM), http://www.informationweek.com/news/security/privacy/229402352.
87. See Chris Foresman, Google Faces $50 Million Lawsuit Over Android Location Tracking, ARS TECHNCA
(April 30, 2011, 7:46 PM), http://arstechnica.com/tech-policy/news/201l/04/google-faces-50-million-law-
suit-over-android-location-tracking.ars.
88. United States v. Maynard, 615 F.3d 744 (D.C. Cir. 2010), cert. granted sub noon United States v. Jones,
131 S. Ct. 3064 (U.S. June 27, 2011) (No. 10-1259).
89. See generally Commercial Privacy Bill of Rights Act of 2011, S. 799, 112th Cong. (2011).
90. See generally Do-Not-Track Online Act of 2011, S. 913, 112th Cong. (2011).
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do not-track bill. 91 Consumers brought anti-tracking lawsuits against several companies,
including, analytics firms ComScore92 and KISSmetrics, 93 while social network leader
Facebook faced multiple lawsuits over its ability to track its users even after they have
"logged out" of the Facebook site itself.94 As the law evolves, so too does the enabling
technology. The World Wide Web Consortium (W3C), the independent organization
that sets standards for web-based communication, is working with the major browser pub-
lishers (Mozilla, Google, and Microsoft) and others to enable greater user control of
whether and how behavior can be tracked. 95
While children's privacy is the subject of formal federal statutory and regulatory re-
quirements, for now, location and behavior tracking remain largely subject to self-regula-
tion, although Congress, state legislatures, and the courts are all paying increasing
attention to them. As the technologies and potential uses (and abuses) continue to evolve,
so too can the legal environment be expected to develop and adapt.
11. Developments in Angola*
Earlier this year, the Angolan Parliament enacted a new Data Protection Act (DPA).96
This marks the first effort by the Angolan legislature to address the processing of personal
data by both public and private entities in Angola.97 The framework laid down by the
DPA is strongly inspired by, and follows the same basic principles as, the EU Data Protec-
tion Directive. 98 The DPA further addresses issues that are regulated piecemeal by other
European directives, such as the use of personal data for the purposes of sending advertis-
ing by e-mail or post 99
91. See generally S.B. 761, 2011-12 Leg., 1st Extraordinary Sess. (Cal. 2011) (as amended, May 12, 2011).
92. See Jaikumar Vijayan, Lawsuit Accuses comScore of Ertensive Privacy Violations, COMPUTERWORLD, (Aug.
24, 2011, 6:00 AM), http://www.computerworld.com/s/article/9219444/Lawsuit-accuses.comScore_of ex-
tensiveprivacy violations.
93. See id.; Sebastian Anthony, AOL, Spotify, GigaOm, Etsy, KISSmetrics Sued Over Undeletable Tracking
Cookies, EXTREME TECH (Aug. 4, 2011, 7:07 AM), http://www.extremetech.com/internet/91966-aol-spotify-
gigaom-etsy-kissmetrics-sued-over-undeletable-tracking-cookies. The class action plaintiffs have also sued
KISSmetrics's clients including Spotify, Etsy, and others.
94. Emil Protalinski, Facebook Sued for Violating Wiretap Laws With Tracking Cookies, ZD NET (Oct. 14,
2011, 4:02 PM), http://www.zdnet.com/blog/facebook/facebook-sued-for-violating-wiretap-laws-with-track-
ing-coolkies/4687.
95. See, e.g., W3C Workshopon Web Tracking and User Privacy, W3C (Sept. 11,2011,4:53 PM), http://www.
w3.org/201 1/track-privacy/.
* Authors (Angola): Joio LufsTraga, Partner in charge of the Data Protection practice, admitted to the
Portuguese Bar, and Bernardo Embry, a junior associate admitted to the Bar of England and Wales as a non-
practicing barrister, Miranda, Correia, Amendoeira & Associados, Lisbon, Portugal.
96. See generally Lei No. 22/11, de 17 de Junho de 2011 - Da Proteccao de Dados Pessoais (Angola).
97. Previously, the issue of privacy in Angola had been governed by a number of disparate provisions of
constitutional, tort, and employment law. See, e.g., 2010 C.F. art. 69 (Angola); Angolan Civil Code, art. 80;
Law No. 8/04 of Nov. 1, 2004, art. 13(1); Law No. 2/00 of Feb. 11, 2000, art. 285.
98. See generally Council Directive 95/46, 1995 OJ. (L 281) 31 (EC).
99. Compare Council Directive 2006/24, 2006 OJ. (L 105) 54 (EC) (ensuring that retained data is available
to aid in "investigation, detection and prosecution of serious crime") and Council Directive 2002/58, 2002
OJ. (L 201) 37 (EC) (clarifying users' right to refuse to have "cookies" stored on their equipment, even
though "cookies" are helpful for advertising purposes) with Lei No. 22/11, de 17 de Junho de 2011 - Da
Proteccao de Dados Pessoais (Angola) (a single comprehensive law regarding data protection).
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The DPA concerns only the processing of personal data that has some connection with
the Angolan territory: namely, where data are processed by a data controller based in
Angola, of by a data controller located outside of Angola through any means located in
Angolan territory. In the latter case, the DPA stipulates that a data controller will be
considered to use "means" located in Angola whenever such means are used for collection,
storage, or registration purposes, or even merely to transfer the data elsewhere.100 It fol-
lows that whenever a foreign entity sends personal data to Angola-even for storage in a
data center-this transfer and the foreign transferor entity will be subject to the DPA,
regardless of whether the data relates to Angolan nationals.
For the purposes of this statute, "personal data" is defined in almost identical terms to
the definition provided by the Portuguese-language version of the Data Protection Direc-
tive. But, because the DPA definition of "personal data" only covers information relating
to natural persons, the DPA does not apply to corporate data.' 0' Data subjects have the
right to be informed about their personal data, and they can access, correct, and update
the information.102
Following best international practices, personal data may be classified as relating to
health and sex life, creditworthiness and solvency, unlawful activities, or "sensitive data."
This last category encompasses all personal data on an individual's philosophical or politi-
cal convictions, union or political party affiliation, faith, private life, and racial or ethnic
origin.103 Personal data that do not fall into one of the specific categories provided for by
the DPA are dealt with under the generic heading of "personal data," and are subject to
general procedural requirements and guarantees.
Refusing to adopt a "one size fits all" approach to personal data processing, the Angolan
legislature defined different legal requirements for the various data processing operations
based on the type of data concerned and the processing objectives. Compliance with the
regime must be assessed on a case-by-case basis, taking into account the specific content
and circumstances of each operation. Besides differentiating between various types of
data, the DPA also imposes special requirements where personal data are to be used for
the purposes of sending marketing communications, and where the data are collected for
surveillance purposes, including for the recording of telephone calls.' 4
All data processing operations must be registered with the regulatory authority. Opera-
tions that involve only the processing of generic data are only subject to notification. 0 s
Operations involving any of the specific categories of personal data referred to above re-
quire prior authorization by the regulator.106 Similarly, using personal data to send mar-
keting communications involves only a notification, while recording phone calls or data
for surveillance purposes requires prior authorization. The difference between notifica-
tion and prior authorization is mostly procedural. Notification involves submitting the
relevant forms and documents to the regulatory body, while data processing may com-
mence thirty days thereafter unless the regulator decides otherwise during this period. If a
100. See Lei No. 22/11, de 17 de Junho de 2011 - Da Proteccao de Dados Pessoais, art. 3 (Angola).
101. See id. art. 5(b).
102. See id. arts. 26, 28.
103. See id. art. 5(c).
104. See id. arts. 17-20.
105. See id. art. 12(1)(b).
106. Id. arts. 13-16.
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prior authorization is required, no data processing may take place until such authorization
is obtained. The DPA does not set a timeframe for the authorization to be issued.
107
The transfer of personal data to outside of Angola is subject to particular" rules that
differ depending on whether the destination country offers an adequate level of protec-
tion. The Angolan regulator compares the destination country's data protection legisla-
tion to the DPA. All data transfers abroad must be registered; however if the destination
country does not offer an adequate level of protection, a prior authorization must be ob-
tained, but is only available in limited cases. These cases include when the written consent
of the data subject has been obtained or when the exportation is necessary for contract
performance. 10
The DPA calls for the creation of an Angolan Data Protection Agency that will receive
notifications and issue authorizations for data processing. It will also keep a public regis-
ter of all data processing operations carried out in Angola and monitor compliance with
the DPA.1° 9 Although the Angolan Data Protection Agency does not exist yet, the DPA is
immediately enforceable. Therefore, actions (both administrative and judicial) can be
brought to obtain relief if the DPA is breached. All entities that fall under the DPA should
comply with its terms as from now, except where the Angolan Data Protection Agency is
involved. Failure to do so may lead to stiff penalties, including fines of up to $150,000 and
a jail term of up to three years in case of a serious breach.' 10
IV. Developments in Online Dispute Resolution and Its Relationship with
E-Conunerce*
A. ONLiNE DISPUTE RESOLUTION AND E-COMMERCE
Online dispute resolution (ODR) provides a mechanism for redress that helps to in-
crease consumer trust, thereby stimulating the growth of e-commerce. ODR is primarily
made up of alternative dispute resolution processes enabled or assisted by information and
communications technology." ' An ODR proceeding typically includes an online-based
process that is low-cost and efficient, similar to an e-commerce transaction. Having no-
ticed these benefits, companies have embraced ODR technologies for the successful and
cost-effective resolution of disputes online. "12 The United Nations Commission on Inter-
107. See id. art. 35 (giving a timeframe only for notification).
108. See id. art. 23. No statutory guidance is given as to how this comparison should be carried out, or as to
the criteria that should be used.
109. See id. art. 44(a), (0.
110. See id. arts. 49, 56-57.
* Author (Developments in Online Dispute Resolution and Its Relationship with E-Commerce): Fatima
Khan, Principal of Fatima Khan Consulting, Houston, Texas.
Ill. See Pablo Cortis, ONLINE DISPUTE RESOLUTION FOR CONSUMERS IN THE EUROPEAN UNION
(2011); see generally Ethan Katsh, Online Dispute Resolution: Some Implications for the Emergence of La= in Cyber-
space, 10 LEx ELECTFRONCA 3 (2006), available at http://www.lex-electronica.org/docs/articles_65.pdf (dis-
cussing the evolution of ODR).
112. See, e.g., infra notes 118-2 1.
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national Trade Law (UNCITRAL) Working Group III (WG.III) has also developed and
is considering draft generic model rules on ODR." 3
Traditionally, consumers have proceeded cautiously before engaging in cross-border e-
commerce transactions because there is often no mechanism for redress if the transaction
fails.' 14 ODR remedies this problem by supplying "consumers and businesses with trust
and consistency in the resolution of disputes" by increasing consumer confidence, leading
to the growth of e-commerce. 5
Companies and governments around the world have increasingly adopted ODR as a
viable solution to resolve both e-commerce and offline disputes.116 For example, eBay
employs SquareTrade for disputes arising out of eBay transactions. 1 7 eBay has a caseload
of over 60 million per year, with 30 million resolved amicably in-house.' '8 Also, General
Electric has employed Cybersettle and has settled fifteen disputes over claims for a total of
C136,000 during a three-month trial period in 2011.119 In Mexico, Concilianet, a service
provided by the Federal Attorney's Office of the Consumer, provides conciliation and
arbitration services to resolve business-to-consumer (B2C) disputes.' 20 In Europe, the
European Commission recently proposed a regulation on consumer ODR and announced
its intention to create a European Community-wide single online platform to resolve con-
tractual disputes within thirty days.121
The year 2011 gave rise to new ODR providers that have taken different approaches to
dispute resolution, showing that the market is responding to a need for ODR. 22 One
such company, ZipCourt, closely follows the UNCITRAL draft model rules and allows
disputants to participate in an ODR proceeding tailored to the dispute. 123 Another com-
pany, Modria, offers ODR products and services.' 24
113. See generally THE UNC1TRAL GUIDE, BASIC FACTS ABOUT THE UNITED NATIONS COMMISSION ON
INTERNATIONAL TRADE LAW, U.N. Sales No. E.07.V.12 (2007), available at http://www.uncitral.org/pdf/
english/texts/general/06-50941-Ebook.pdf (discussing the UNCITRAL processes).
114. See Which? Survey Reveals Online Shopping Fears, WHICH NEWS (Nov. 23, 2011), http://www.
which.co.uk/news/201 1/1 1/which-survey-reveals-online-shopping-fears-272262/ (discussing a survey of Brit-
ish public that revealed that "50% of online shoppers would rather use a British website even if the product
was cheaper from an EU one").
115. See Cortes, supra note 111, at 2.
116. See ONLINE DISPUTE RESOLUTION MAP, hteps://odrmap.crowdmap.com/ (last visited Jan. 14, 2011).
117. Dispute Resolution Overviev, EBAY, http://pages.ebay.com/services/buyandsell/disputeres.hml (last vis-
ited Jan. 20, 2011).
118. Scott Cooper, Colin Rule, & Louis Del Duca, From Lex Merratoria to Online Dispute Resolution: Lessons
From History in Building Cross-Border Redress Systems, 43 UCC LJ. 749, 758-759 (2011), available at http://
www.scmediation.org/wp-content/uploads/2011/10/43-UCCLJ-No-3-Rule-et-al.-article.pdf.
119. See Vanessa O'Connell, At GE, Robo-Lauyers, WSJ (Oct. 10, 2011), http://online.wsj.com/article
SBl0001424052970203633104576620902874155940.html.
120. See Qts 6 es Concilianet?, CONCILIANET, http://concilianet.profeco.gob.nx/conciliane/faces/como_
funciona.jsp;jsessionid=2Al8A92328760E5AEOCBAEOA85E2E74B (last visited Jan. 14, 2011).
121. Press Release, European Comm'n, Consumers: Comm'n Puts Forward Proposals for Faster, Easier and
Cheaper Solutions to Disputes with Traders, E.U. Press Release IP/1 1/1461 (Nov. 29, 2011), available at
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/l 1/1461 &format=HTML&aged=0&language=
EN&guiLanguage=en; Proposed Commission Regulation, art. 9(b), 794/2 (2011), available at http://
ec.europa.eu/consumers/redress-cons/docs/odrregulation-en.pdf.
122. See, e.g., ZipCourt Opens Efficient, Low Cost Online Courtroom, PRNEWSWIRE (Oct. 12, 2011) http://
www.pmewswire.com/news-releases/zipcourt-opens-efficient-low-cost-onine-courtroom-131579408.html.
123. See id.; zIpCouRT, http://www.zipcourt.com/Home (last visited Jan. 14, 2011).
124. See generally MODRIA, PRODUCTS. http://www.modria.com/nodel51 (last visited Jan 14, 2011).
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B. UNCITRAL
In mid-2011, UNCITRAL reaffirmed WG.Il1's mandate to address ODR relating to
cross-border electronic transactions. 25 WG.U1I has created draft generic procedural rules
on ODR to apply to both business-to-business (B2B) and B2C transactions, which are
under consideration. 126
The UNCITRAL model rules put forth a three-stage proceeding: negotiation, facili-
tated settlement, and arbitration.127 First, the parties may choose to negotiate the claim
and reach a solution. 128 If parties fail to do so, the process moves into the facilitated
settlement stage. 129 Similarly, if the parties fail to reach an agreement during facilitated
settlement, the process moves into arbitration. 30 During recent sessions, WG.MI dis-
cussed the three-stage design and disputants' options to participate in each stage.
During its May 2011 session, WG.Ill discussed a number of other issues as well, includ-
ing the ODR framework, proceeding, providers and platforms, neutral selection, and en-
forceability under the New York Convention.131 Currently, UNCITRAL continues to
develop and discuss the draft model rules, having held its most recent session in Novem-
ber 2011.132
125. See note, Secretariat, Online Dispute Resolution for Cross-Border Electronic Commerce Transactions:
Draft Procedural Rules, U.N. Doc. A/CN.9/WG.IIIIWP.109, at 2 (Sept. 27, 2011).
126. See id. The draft generic procedural rules discussed do not reflect the changes made during the
WG.Im's 3rd meeting in November 2011.
127. See id. at 3.
128. See id. at 13.
129. See id.
130. See id. at 18.
131. See generally Note, Secretariat, Online Dispute Resolution for Cross-Border Electronic Commerce
Transactions: Issues for Consideration in the Conception of a Global ODR Framework, U.N. Doc. A/CN.9/
WG. 111/WP/I 10 (Sept. 28, 2011).
132. See UNCITRAL, Working Group 11 2010 to present: Online Dispute Resolution, http://www.unci-
tral.org/uncitral/commission/working-groups/3OnlineDispute-Resolution.html (last visited Jan. 20, 2011).
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